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LYONSDOWN SCHOOL, WHOLE SCHOOL E-SAFETY POLICY

This policy should be read in conjunction with:
e The Anti-Bullying Policy,
The Pastoral Care and Pupil Support Policy,
The Safeguarding and Child Protection Policy and Procedures,
The Teaching and Learning Policy,
The Discipline, Behaviour, Rewards and Sanctions Policy,
The Social Moral Spiritual and Cultural Policy.

This policy has been written with regard to:
e The Use of Social Media for Online Radicalization (July 2015)
e Cyberbullying Advice for Head teachers and School Staff (2014).
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1. INTRODUCTION

Technology and communications are rapidly changing and becoming more sophisticated, with this change
come new ways of being unsafe and feeling threatened. E- Safety has become a very important issue that
is essential to address in school throughout different areas of the curriculum, to ensure that all children
and adults remain safe and in control when using technology. E-Safety encompasses Internet
technologies and electronic communications such as mobile phones as well as collaboration tools and
personal publishing. It highlights the need to educate pupils about the benefits and risks of using
technology and provides safeguards and awareness for users to enable them to control their online
experience.

2. THE SCOPE OF THE POLICY

This policy applies to all members of Lyonsdown school community (including staff, pupils, volunteers,
parents / carers, visitors and governors) who have access to the school IT systems, both in and outside
school. Our emphasis is to have a whole school approach to online safety.

The Education and Inspections Act 2006 empowers Head teachers to such extent as is reasonable, to
regulate the behavior of pupils when they are off the school site. It empowers members of staff to impose
disciplinary penalties for inappropriate behavior. This is pertinent to incidents of cyberbullying, or other e-
safety incidents covered by this policy, which may take place outside of the school, but is linked to
membership of the school. The 2011 Education Act increased these powers with regard to the searching
for and of electronic devices and the deletion of data. DfE Statutory guidance for dealing with electronic
devices updated January 2018. In summary: Staff may lawfully search electronic devices, without consent
or parental permission, if there is a suspicion that the pupil has a device prohibited by school rules, or the
staff member has good reason to suspect the device may be used to: cause harm, disrupt teaching, break
school rules, commit an offence, cause personal injury, or damage property.
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AIMS
We aim to help every pupil and adult to:

Understand the need for safe and responsible Internet use.

Feel safe and confident when using new technologies.

Know who to speak to when they feel unsafe.

Know how to report any abusive behaviour.

Know how to use the Internet correctly, without misuse.

Stay in control and keep personal information private.

Work whilst satisfying local education authority safeguarding requirements.

OBJECTIVES

To raise awareness with pupils, staff and parents of the e-safety issues concerning information
systems, the Internet and electronic communications as a whole.

To set out criteria for the acceptable use of information systems, the Internet and electronic
communications by pupils and staff in the school.

To identify roles and responsibilities for those staff responsible for fostering good e-safety practice
in the school.

USERS

Pupils/ Students

Pupils and students are responsible for:

Knowing and acting in accordance with the school's Acceptable Use Policy (AUP) (see
Appendices A and B.)

Knowing the importance of reporting abuse, misuse or accessing inappropriate materials and
reporting this.

Knowing that mobile phones, personal digital cameras and other hand held devices are not
allowed in school and that out of school there is a danger that they may be used for cyberbullying
and other issues.

Understanding that the E-Safety Policy also covers their actions out of schoal, if related to their
membership of the school and in regard to other pupils.

Staff and other adults

Staff and other adults are responsible for:

Knowing and acting in accordance with the School's AUPs (staff AUP see Appendix G, visitor
AUP see Appendix C, users of Exchange email see Appendix D.)

Knowing how to deal with the reporting of abuse, misuse or access to inappropriate materials and
knowing how to record such incidents. (see Appendices E and F Guidelines on Inappropriate
Internet Access, Deliberate and Accidental)

Knowing the policy on mobile phones, digital cameras and other hand held devices and to
understand how children/staff can use these for cyber-bullying.

Having a secure understanding of the E-Safety Policy and to ensure it is rigorously embedded
into all areas of the curriculum, including extra school activities.
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Understanding that the E-Safety Policy also covers their actions out of school, if related to their
membership of the school and to members of the school community.

Staff should also refer to the school’s Safeguarding Policy.

Parents/ Carers

Parents and carers have the responsibility to ensure that their children use the Internet, mobile
phones and other hand held devices correctly and do not misuse these technologies in respect of
all aspects of school life and those connected to the whole school community. They must be
aware of the schools AUPs and agree to it.

Parents also have the responsibility for the photography of children; ensuring it is for personal

use only and not distributed via any form of social networking. Parents and Carers should
behave in accordance with and without exception to the school’s photographic policy.

ORGANIZATION

Information System Security

System security is maintained and reviewed by the Network Manager who uses a variety of
firewalls, monitoring and filtering devices. Virus protection and anti-spam programs are
automatically updated regularly, on a daily, or even hourly, basis. Security strategies such as the
monitoring and filtering system are discussed at SLT meetings and managed and reviewed by The
Network Manager and Head.

Acceptable Use

a.

b.

C.

The school has Acceptable Use Policies (AUPS) (see Appendices A, B, C, D, G,) for different
users including pupils, staff, Exchange email users and visitors.

The school has Communication Technologies rules and Unsuitable Use Sanctions and Reporting
rules (See tables 1 and 2 below.).

The school has a procedure for the reporting of safety breaches by pupils. (See Appendices E , F
and H.)

Tables 1 and 2 outline the rules, actions and sanctions for pupils, staff and other adults.



Table 1. Communication Technologies Rules

Staff & other adults Students / Pupils

Communication
Technologies




Table 2. Unsuitable Use, Sanctions and Reporting.

Unsuitable Use, Sanctions and Reporting

Users shall not
visit Internet
sites, make,
post, download,
upload, data
transfer,
communicate or
pass on,
material,
remarks,
proposals or
comments that
contain or relate
to:

Notes on lllegal or inappropriate activities
The school believes that the activities listed below are inappropriate in a school context and that users should
not engage in these activities when using school equipment or systems (in or out of school). Users shall not
visit Internet sites, make, post, download, upload, data transfer, communicate or pass on, material, remarks,
proposals or comments that contain or relate to:

a. child sexual abuse images (illegal - The Protection of Children Act 1978)

b. grooming, incitement, arrangement or facilitation of sexual acts against children (illegal-Sexual Offences Act
2003)



c. possession of extreme pornographic (illegal-Criminal Justice and Immigration Act 2008)

d. criminally racist material in UK criminally racist material in UK—to stir up religious hatred (or hatred on the
grounds of sexual on the grounds of sexual orientation) (illegal— Public Order Act 1986) democracy, the rule
of law, individual liberty and mutual respect and tolerance of different faiths and beliefs ( Prevent Strategy
2011 — See Social Moral Spiritual and Cultural Policy).

TABLE 2 continued. SANCTIONS

Students/Pupils

Incidents:
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EDUCATION

a.1l All children will receive planned E-Safety lessons throughout Computing and/or P.S.H.C.E.;

these lessons will be regularly revisited to suit the new technologies in and out of school. They
will also be taught how to evaluate and question the validity of the content they find online. They
will include the impact of Cyberbullying and knowing how to seek help if they are affected. They
will include the importance of British Values and that people should treat everyone with respect
whatever their race, gender, sexual orientation, religious belief, special need or disability.

All schools are subject to a duty under section 26 of the Counter-Terrorism and Security Act 2015
to have “due regard to the need to prevent people from being drawn into terrorism”. This duty is
known as the Prevent duty.

As well as actively promoting British values, the opposite also applies; we would actively question
pupils, staff or parents expressing extremist views.

a.2 Internet use can enhance learning.

The school Internet access will include appropriate filtering.

Pupils will be taught what Internet use is acceptable and what is not and will be given clear
objectives in this respect.

Pupils will be educated in the effective use of the Internet for research, including the skills of
effective knowledge location, retrieval and evaluation.

a.3 Pupils will be taught how to evaluate Internet content.

The school will ensure users are aware that the copying and subsequent use of Internet derived
materials by staff and pupils should comply with copyright law.

Pupils should be taught to be critically aware of the materials they read and shown how to
validate information before accepting its accuracy.

This should always be reinforced by all teachers using such facilities as and when they use it.

a.4 Pupils will be taught how to stay e-safe.

ab

Curriculum planning will include age appropriate opportunities to discuss and learn about the
benefits and risks offered by new technologies, such as e-mail, mobile phones and social
networking sites. Pupils must not reveal personal details of themselves or others in e-mail or
online communication, or arrange to meet anyone without specific permission.

Children should understand the risks posed by adults or young people, who use the internet or
social medial to bully, groom, abuse or radicalize other people, especially children or young and
vulnerable adults.

Other opportunities will be taken to reinforce key messages to pupils including through the use of
external speakers or agencies. Parents will receive information via parents’ information sessions
in this respect and links to useful websites to help inform them concerning keeping their child(ren)
safe online when at home.

All staff will receive regular training and/or updates regarding E-Safety. All new staff will receive
E-Safety training as part of the induction process, ensuring they are fully aware and understand
the E-Safety Policy and the staff AUP. Guidance will be provided for any member of staff that
seeks it.

CYBERBULLYING
See the Anti-Bullying Policy Appendix 2 Cyberbullying

USE OF DIGITAL AND VIDEO IMAGES

When using digital images staff should inform and educate pupils about the risks associated with

the taking, use, sharing, publication and distribution of images. In particular, all pupils are banned
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from access to non-educational or personal social media, social networking sites or applications
within Lyonsdown School.

Staff are allowed to take digital / video images to support educational purposes, but must follow
school policy concerning the sharing, distribution and publication of those images found in this
document and the school’s photographic policy. Those images should only be taken on school
equipment; the personal equipment of staff should not be used for such purposes.

Care should be taken that when capturing images/ videos that all pupils concerned are
appropriately dressed and not participating in activities that could bring either the pupils or the
school into disrepute.

Pupils full names will not be used anywhere on the website or in newsletters and particularly not
associated with photographs.

Written permission is sought for every child that starts the school via the “Consent Form for Use of
Images of Pupils by the School,” to indicate whether the parent or carer allows their child to be
photographed and to confirm they give permission for their child’s pictures to be used at school.
Please also refer to the “Taking, Storing and Using Images of Children Policy.”

Lyonsdown School will comply with the Data Protection Act 1998 in regards to digital images and
videos and with any future changes as in the General Data Protection Regulation (GDPR) in 2018.

PUBLISHED CONTENT ON THE SCHOOL WEBSITE

Lyonsdown uses its website to inspire children with achievements that have been made during the
term and to inform all stakeholders of key events and key information pertinent to the running of
the school. The website reflects the school’s ethos and that information is intended to be accurate
and well presented.

Editorial responsibility will lie with Head or delegated staff member. This is in order to ensure that
content is accurate and quality of presentation is monitored.

All material must be the author’'s own work, or where permission to reproduce has been obtained,
clearly marked with the copyright owner’'s name.

The point of contact on the website should be the school address and telephone number. Home
information or individual email identities will not be published.

Photographs must not identify individual children. Group shots will be used in preference to
individual “passport” style images.

Full names will not be used anywhere on the website, particularly alongside photographs.

Staff and children are aware that the quality of their work published on the web needs to reflect the
standard of work expected at Lyonsdown School.

ACCESSING SOCIAL MEDIA

Access to sacial networking sites will be blocked or filtered when possible, except those
specifically purposed to support educationally approved practice.

Staff and pupils will be advised never to give out personal details of any kind which may identify
them, their friends or their location.

Pupils and parents/carers will be advised that the use of most social networking sites, outside
school based controlled systems are inappropriate for primary aged pupils, unless strictly
supervised.

Staff and parents/carers should only use personal social networking for personal use and not on
school devices. They should not use it to cause harm or upset to any member of the school
community or be detrimental to the school.

Staff and pupils should be advised not to publish specific and detailed private thoughts on social
networking sites.

Staff and parents/carers should comply with the school’s photographic policy with regard to the
publishing of photographs.
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EMERGING TECHNOLOGIES

Emerging technologies are examined for educational benefit and a risk assessment will be carried
out before use in school is allowed. The school is aware that technologies such as mobile devices
with 3G and 4G Internet access can bypass school filtering systems and present a new route to
undesirable material and communications. Pupils are not allowed to bring in devices and staff have
restricted use as to where they are allowed to use their own devices.

RISK

All reasonable precautions are taken to prevent access to inappropriate material. However, due to
the international scale and linked nature of Internet content, it is not possible to guarantee that
unsuitable material will never appear on a computer connected to the school network. Ultimately,
the school cannot accept liability for any material accessed, or any consequences of Internet
access.

Teachers discuss the risks of potential e-safety issues associated with information systems, mobile
devices, the Internet and electronic communications as a whole. Parents can be informed of these
issues via official school media.

ROLES AND RESPONSIBILITIES

All the adults that are involved in the life of the school community; whether governors, teaching
staff, support staff, technicians or parents have roles and responsibilities that are associating with
e-safety as well as all pupils that come into contact with computers.

Governors

The school Desighated Safeguarding Governor ratifies the school safety policy and can review its
effectiveness as appropriate. Those governors with school email addresses and devices must
follow the AUP for using those especially when at school.

Head and Senior Leadership Team

The Head is responsible for ensuring the safety, including e-safety, of the members of the school
community. The day to day managing of e-safety will be delegated to the Computing Co-
ordinator/Network Manager.

The Head and Senior Leadership Team are responsible for ensuring that all staff and the
Computing Co-ordinator/Network Manager receive correct and suitable Continuing Professional
Development (CPD) and support.

The Head as Designated Safeguarding Lead and all members of the Safeguarding Team are to
ensure they know the correct procedures that need to be followed when a serious allegation has
been made by a child or one that is in regards to a member of a staff. (See “The Safeguarding and
Child Protection Policy and Procedures” and Appendix H “Reporting Online Safety Incident
Breaches”)

The Computing Co-ordinator/Network Manager

The Computing Co-ordinator/Network Manager will take day to day responsibility for e-safety
issues and has a leading role in establishing and reviewing the school E-Safety Policies /
documents.

The Computing Co-ordinator/Network Manager will make the procedures that need to be followed
in the event of an e-safety incident taking place available to all staff and can provide training and
advice for all staff in this aspect.

All complaints about misuse are referred to the Network Manager or the Head.

The Technical Staff and Network Manager
The Network Manager in consultation with any external technical staff is responsible for ensuring:

10
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That as far as possible the school's computing infrastructure is secure and is not open to misuse or
malicious attack.

That by an appropriate use of passwords, users may only access the school’s networks through a
properly enforced password protection policy.

That he/she keeps up to date with relevant e-safety technical information and guidance in order to
carry out their role effectively.

That any monitoring software/systems including the school’s technical provision/infrastructure and
the safeguards in place to filter inappropriate content are implemented and updated regularly. The
filtering system will be reviewed regularly to maintain adequate filtering on the system.

Teaching and Support Staff
Teaching and Support Staff are responsible for:

Ensuring they stay up to date with current e-safety matters and policies and practice.

Reading, understanding and carrying out the Acceptable Use Policy (AUP).

Reporting any misuse or problems to the Computing Co-ordinator/Network Manager/Designated
Safeguarding Lead/ Head for further investigation.

Knowing that any digital communications with pupils should be strictly professional and only carried
out using school systems.

Ensuring that e-safety issues are embedded throughout the curriculum.

Ensuring that pupils follow the AUP and E-Safety Policy.

Being aware of e-safety issues related to the use of mobile phones, cameras and hand held
devices and that they monitor their use and implement current school policies with regard to these
devices.

The correct management of personal data in line with statutory requirements and the schools data
protection policy.

Designated Safeguarding Lead (DSL)

Responsibility for online safety sits with the DSL. The Designated Safeguarding Lead needs to
ensure that they are fully trained in e-safety issues, providing training and updating job descriptions
as necessary and are aware that serious child protection issues could occur due to:

Cyberbullying.

Sharing of personal data.

Inappropriate online conduct with adults/strangers.
Potential or actual incidents of grooming.

Images, video or social media.

Sexting.

Risks of online radicalisation or being drawn into terrorism.

Pupils/ Students
Pupils and students are responsible for:

Knowing and acting accordingly to the appropriate school's AUP.

Knowing the importance of reporting abuse, misuse or access to inappropriate materials and know
how to report them.

Knowing the policy on mobile phones, digital cameras and other hand held devices and to realise
these can be used for cyberbullying.

Understanding that the E-Safety Policy also covers their actions out of school, if related to their
membership of the school or members of the school community.

Parents/ Carers

Parents and carers have the responsibility to ensure that their children use the internet and
mobiles phones correctly and do not misuse these technologies, in accordance with the schools
AUP which they should read and agree to.

11



APPENDIX A LYONSDOWN SCHOOL
Acceptable Use Policy Agreement for Pupils — EYFS AND LOWER SCHOOL

These rules help us to stay SAFE when we use computers and the Internet.

| will ask an adult if | want to use a computer or a tablet.

| will only use activities that an adult says are OK.

@,; | will take care of the computer or tablet and other equipment.
O
| will ask for help from an adult if | am not sure what to do or if O O
something has gone wrong. & .

If | see something | don’t like on a screen, | will always tell an adult.

| know that if | break the rules | might not be allowed to use a f
computer.

| will not put my personal information online.

| will not put my real name, photographs, anything about my home or f
my family.

Pupil’sname.........ccooiiii i, Class.................

Dear Parents and Legal Guardians,
RE: Acceptable Use Policy for Reception and Lower School Pupils at Lyonsdown School

Expectations of pupils when using electronic equipment including that related to computers and the
Internet at Lyonsdown School

It is our school procedure to ensure that all children discuss careful use of the Internet and electronic equipment. In
simple terms, they need to be aware that they must always follow instructions when using the computers at school
and never open anything unless the teacher says it is alright. When given a task on a computer, they must attempt
that task and not try to start another. If anything seems wrong or upsets them, they must tell the teacher. Pupils
work can be monitored and they are encouraged to use technology safely and respectfully.

Please read through and discuss the pupil section above with your child and then they should write their own name
if at all possible where it is asked for them to sign. If it is impossible for them to write their own name, please sign
on their behalf and write on the form that you have had a basic discussion with your child.

As a parent or legal guardian, | have read though this Acceptable Use Policy and have discussed these
rules with my child.

Signed (Parent/Legal GUArdian): ......coeeeeeeevevereceeceerereee ettt e re e DAttt e

12



APPENDIX B

LYONSDOWN SCHOOL m

Acceptable Use Policy Agreement for Pupils “-UPPER SCHOOL

These rules help us to stay SAFE when we use computers and the Internet.

Please read and discuss this at home. Sign it and return it to school.

| will only use the school’s computers and devices for school purposes.

| am only allowed to use the school computers when | am supervised by a member of staff.

| will ask permission from the adult supervising before accessing the Internet.

I will not download from or upload to the Internet at school unless permission is given by the
teacher in charge.

| will only follow the teacher's/teaching assistant's guidelines and not try to access any
inappropriate material.

| will only open, edit or delete my own files and folders.

| will not share my own personal username and password, nor will | try to use any other person’s
username and password.

| will not agree to web browsers remembering passwords on shared computers or devices.

| will not give out my own personal details such as my name, phone number or home address.

| will be responsible for my behaviour and language on the Internet make sure that all IT contact
with other children and adults is responsible, polite and sensible.

| will not deliberately look for, save or send anything that could be unpleasant or nasty. If |
accidentally find anything like this | will tell my teacher or parents immediately.

| will not open pop ups or advertisements if they appear.

| will not use or share images of others without their permission in the public domain or any social
media.

| will support the school approach to online safety and not deliberately upload or add any images,
video, sounds or text that could upset any member of the school community.

| will never arrange to meet someone | have only previously known through the Internet.

| will not access any social networking sites from school at any time, or at home, unless | am old
enough to meet the terms of the site (this is 13 for most sites).

| will respect copyright and not copy anyone’s work and call it my own.

| understand that the school IT system is monitored. Teachers will have access to my documents,
files and work and may check that school expectations are being met.

| know that my use of IT can be checked and that my parent/carer may be contacted if a member of
school staff is concerned about my safety.

| understand that any bad behaviour may result in my access to the IT system being denied.

Please sign to show that you have read this and agree to the rules.

NAME OF PUPIl et s

PUPIIS SIBNATUIE... et st st et s te s e e s e e saesneesaens

Please sign to show that you have discussed these rules with your child.

13




APPENDIX C

Lyonsdown School
Acceptable Use Agreement for Visitors

Expectations of visitors when using electronic equipment including that
related to computers, the Internet and the use of mobile phones.

To ensure that school visitors are fully aware of their responsibilities when using
information or digital systems and when communicating with pupils, they are asked to
sign this Acceptable Use Agreement. Visitors should consult the school’s Head if any
further information or clarification is required.

e | will not use any personal device (including cameras and mobile phones) to capture
images, videos or audio of pupils or to access social networking sites during my visit to the
school.

e | will not install any software (including mobile apps) onto any school device or system.

e | will submit any device that may be used with the school computing system to be checked
for viruses or any other checks that the school deems appropriate.

e | will not browse, download, upload or distribute any material that could be considered
offensive, illegal or discriminatory while in the school.

e | will adhere to copyright and intellectual property laws and only use media which | own,
have permission to use, or is copyright-free.

e | will report any incidents of concern regarding children’s safeguarding whilst using
technologies in the school to the Head.

e | understand that | am not allowed to use the school computing system without permission
and only for the purposes permitted by the Head and will have consulted the Network
Manager in regard to my intended use.

| have read, understood and accept the Lyonsdown School expectations of visitors when using
electronic equipment including that related to computers, the Internet and the use of mobile
phones Acceptable Use Agreement.

T 0] 4 (0] YA LS] | SRR

EQUIPMENT USEA ... e it e e e e e e et e e et e et
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APPENDIX D Lyonsdown School

Acceptable Use Agreement for

Users of Lyonsdown Exchange email

Expectations of users given an official @lyonsdownschool email address.

To ensure that users are fully aware of their responsibilities when using information or
digital systems they are asked to sign this Acceptable Use Agreement. Users should
consult the school’s Head if any further information or clarification is required.

| will access the school email system using an individual username and password which must be kept
secure. Users should log out after a session and report any suspicion or evidence that there has been
any breach of personal security in relation to access to the Internet or computing systems to the
Network Manager.

| will not disclose any password or login name to anyone, other than the persons responsible for
running and maintaining the system.

| will use a discrete method to keep any reminders of school passwords if required.

I will not allow any Web Browser or device to remember any school password which could allow
others access in relation to data protection and security.

| will only use the email address for school related business.

| understand that school email may be monitored and checked to protect my own and others’ safety
and action may be taken if deemed necessary for safeguarding reasons.

| understand | should be cautious when receiving emails from known, unknown or suspicious sources
as they could contain viruses or malware that could infect the rest of the system. | will delete them
before opening if | am not sure they are safe. | will be careful if opening any attachments or clicking
on links in emails even from trusted senders.

| understand the importance of protecting personal data, both my own and the data of others.

| understand there may be a limit to the size of my mailbox on the system and of attachments | can
send and will request more information from the Network Manager in this regard if | require it.

Please note our email signature includes this important Information.

This e-mail (including any attachments) is for the sole use of the intended recipient(s) names above only.
It may contain confidential or privileged information and the material within should not be read, copied,
shared or re-used by any other person unless express permission is given. If you are not a named
recipient, or you believe the content was not intended for your use, please notify the sender immediately
and delete this email from your system.

We accept no legal responsibility for the content of this message. Any opinions or views presented are
solely the responsibility of the author and do not represent those of any of Lyonsdown School.

Lyonsdown School do not accept any liability for any damage or loss that you may suffer as a result of
your receipt of this message including, but not limited to, computer system failure, access interruption or
computer viruses. We endeavour to minimise the risk of transmitting software viruses, but we are unable
to warrant that this email is virus free. The recipient(s) should therefore carry out any checks that they
believe to be appropriate in this respect.

| have read, understood and accept the Lyonsdown School expectations of users of Lyonsdown Exchange
email, Acceptable Use Agreement.

15



APPENDIX E
Lyonsdown School

Guidelines on Inappropriate (ACCIDENTAL) Internet Access

Whilst using the Internet during school hours, a pupil accidentally finds a website
displaying inappropriate material. What should you do?

Use this step-by-step guide to help you follow the correct procedure for reporting
inappropriate materials from the Internet.

Praise the pupil for reporting the incident or explain they should have reported it
in line with the school’s Acceptable Use Policy.

uys

Explain to the pupil that, in order to prevent it
occurring again, you need to ascertain how the pupil gained access
to the inappropriate material.

uys

Ask the pupil to explain what happened

g

Email the Network Manager with details of the incident so that
filtering can be improved. Fill out a pastoral communication form
regarding the incident

g

Pass on the pastoral communication form to the Deputy Head.
If appropriate, inform the pupil’s parents to explain the preventative
action taken by the school.

16



APPENDIX F

Lyonsdown School

Guidelines on Inappropriate (DELIBERATE) Internet Access

Whilst using the Internet during school hours, a pupil deliberately types in a website address
that will display inappropriate material. What should you do?

Use this step-by-step guide to help you follow the correct procedure for dealing with pupils
deliberately searching for inappropriate materials on the Internet.

Explain to the pupil that they have broken the rules of our school’s
Pupils Acceptable Use Policy and that their behavior is
unacceptable.

s

Take the pupil off the computer for the duration of
the lesson. At a convenient time, ask the pupil to explain what
happened and tell them that by doing so they may lessen
the seriousness of the incident.

g

Draw the pupil’s attention to the Acceptable Use Policy that they
agreed with their parents and which is displayed in the IT room.

g

Discuss the incident with the Network Manager. Fill out a pastoral
communication form regarding the incident, and report it to the
Network Manager so that the filtering can be improved accordingly.

uys

Report the incident to the Deputy Head. All forms should be passed
to the Deputy Head. Decide the sanctions and, if appropriate,
inform the pupil’s parents and explain the action taken by the

school.
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APPENDIX G
ACCEPTABLE USE POLICY

Expectations of staff when using electronic equipment including that related to computers
and the Internet and the use of mobile phones at Lyonsdown School

This policy should be read, understood and signed by all members of staff on an annual basis.

This Acceptable Use Policy does not stand on its own but should be read in conjunction with the
following related policies:

(&) Privacy Notices

(b) Safeguarding Policy;

(c) Staff Code of Conduct;

(d) Staff Data Protection Policy;

(e) Anti bullying Policy;

()  Whistleblowing Policy;

(g) E-Safety Policy;

(h) Taking, Storing and Using Images of Children Policy.

IT (including data) and the related technologies such as e-mail, the Internet and mobile devices are
an expected part of our daily working life in school. This agreement is designed to ensure that all
adults are aware of their professional responsibilities when using any form of IT. The main priorities of
all adults when they are using the Lyonsdown School IT facilities should be safeguarding the children
and data protection. You are responsible for your behaviour and actions when carrying out any
activity which involves using computing equipment and information systems, either within school or at
other locations, such as home. All staff are expected to sign by accepting this agreement on first use
of the school network at the start of each school year. All adults are expected to adhere at all times to
its contents. Any concerns or clarification should be discussed with the Head.

Staff must agree to these statements.
1. 1 will read the E-Safety Policy and associated appendices which can be found in the staff handbook.

2. 1 will access the school computing systems using an individual username and password which must
be kept secure. Staff must lock their screens when away from their computers, log out after a session
and report any suspicion or evidence that there has been any breach of personal security in relation
to access to the Internet or computing systems to the Network Manager.

3. 1 will create strong passwords in order to protect the school network and conform to the network
password complexity and expiry requirement.

4. | will not disclose any password or login name to anyone, other than the persons responsible for
running and maintaining the system.

5. 1 will use highly discrete methods to keep any reminders of school passwords if required, memorise
passwords and not write them down in full.

6. | will keep school subscription website passwords for school purposes and usernames and
passwords should be kept for school use only.

7. 1 will not allow any web browser, either at school or elsewhere, to remember any school password

which could allow others access in relation to data protection and security or to access a school
subscription website.
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8.

10.

11.

12.

13.

14.

15.

16.

17.

18.

19.

20.

21.

22.

23.

I will make no attempt to bypass system or network security settings or to gain access to parts of the
system that | do not have permission to access.

I will only access the school network from a secure computer or device, which is in a private and
secure location and has the latest security updates, along with up to date Anti-virus Software. With
personal devices used for email or remote school connections | will not use open unsecured Wi-Fi for
school related business.

| will ensure that all personal data (such as data held on Management Information System software)
is kept secure and is used appropriately, whether in school, taken off the school premises or
accessed remotely. Personal data must be treated responsibly at all times.

I will be aware when sending personal information digitally, whether to parents, or to other staff that
consideration should be given to the appropriate level of security or encryption required, taking into
account the nature and sensitivity of the data. | will consider if a non-digital solution may be
preferable.

| am aware that | must notify the school of any personal data breach which includes where personal
data could fall into a third party’s hands. Accordingly, falling victim to a data breach, either by human
error or malicious attack, will not always be the result of a serious conduct issue or breach of policy;
but failure to report a breach will be a disciplinary offence.

I will only use the Internet at school to look at material suitable to be seen by pupils. Staff should not
browse, download or upload any material that could be considered illegal, offensive, discriminatory or
counter to British Values. Any such material encountered accidentally should be reported immediately
to the Network Manager.

I will only use the Internet and school electronic equipment for school related business.
If exceptions are required, please ask permission from the Network Manager before proceeding.

I will not disclose my own personal details such as the home address/telephone number/email
address, or of other colleagues or pupils unless | have prior permission to do so on each separate
occasion.

| will take reasonable precautions with any school devices whether on or off site (e.g. cameras on
school trips) in order to keep them securely.

I will not use mobile phones or personal device during lessons or school duty/activity times and not in
the presence of pupils.

I will not use a mobile phone or personal device in EYFS or any classroom at any time.
I will never use a personal mobile phone or personal device to photograph, record or video a pupil.

I will comply with the school's Use of Mobile Phones and Electronic Communication, Photographic,
Staff Data Protection and E-safety Policies.

I will not access social networking sites for personal use on school equipment.

I will not use social media or a digital device in any way that could put a child or a member of staff at
risk or that could be considered to be derogatory or slanderous in relation to the school. | will ensure
that any online activity, both inside and outside school, will not bring my professional role into
disrepute or include any attempt at cyberbullying.

I will not allow any pupil to have access to my personal social networking pages and | will set my
privacy settings appropriately. | will never accept a pupil as a friend, nor be a pupil’s friend on any
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24,

25.

26.

27.

28.

29.

30.

31.

32.

33.

34.

35.

36.

such site. | will seek to avoid personal or professional embarrassment by considering carefully the
publication of personal information and pictures on such sites, or when making any online comments
that may relate to the school.

I will respect the privacy of others and not send or use any personal photographs of pupils or
teachers on the Internet or any social media where non-members of staff have access, or in any
digital form without permission from the Head, teachers and parents of the children, unless it is for the
official school website by agreement with the Head.

| will ensure that when organizing any visitors or speakers to come into the school, | will clarify with
that visitor or speaker how any technology or electronic equipment may be used whilst on site. The
staff member should have planning in place to cover any technology or electronic equipment
requirements in consultation with the Network Manager. The staff member should ensure that the
visitor understands and has signed the school Acceptable Use Agreement for Visitors which should
be emailed or sent out for information to the visitor prior to their visit and completed and signed on
arrival in the school office.

I will inform the Network Manager as soon as possible if there may be any problem or possible
viruses or malware on the system.

I will not install any material on school computers or electronic devices without permission from the
Network Manager. All hardware and software are installed by the Network Manager, subject to
approval and appropriate licences. All staff should seek consent prior to the use of any new
technologies (hardware, software or web-based services) within school.

| will take great care when downloading anything from the Internet. | will make all checks to ensure it
is safe and if in any doubt consult the Network Manager before taking this action.

I will not use the Internet to distribute malicious software, to damage, interfere with, or gain
unauthorised access to the computer systems of others, or carry out illegal activities.

| will be aware that if | am working from a memory stick or any other form of portable memory, it must
be known to be virus or malware free before | use it with a school computer. Until remote access is
available, | will use the encrypted memory stick provided and will report any loss of this as soon as
possible to the Network Manager.

I will not access other people’s files unless specific permission has been given.

I will arrange for suitable supervision and monitoring of pupils in a class when using computing
equipment and only allow children to use the Internet when there is a responsible adult present to
supervise.

| will support and promote the school’s e-Safety and Data Protection policies and help pupils to be
safe and responsible in their use of IT and related technologies.

| will keep important information that is necessary to be held in the relevant file if required.

I will model safe, responsible behaviour and best practice in respect of using computing and electrical
equipment including acknowledging copyright and intellectual property rights of materials found on
the Internet and promoting this behaviour with pupils. Any copyright material downloaded should be
appropriately identified. The use of this material is subject to the provisions of copyright law.

I understand that school network or other school files, communications, email and Internet activity will
be monitored for safeguarding and conduct purposes, and both web history and school email
accounts may be accessed by the school and Network Manager where necessary for a lawful
purpose — including serious conduct or welfare concerns, extremism and the protection of others. |
understand that all use of the Internet and other related technologies can be monitored and logged
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37.

38.

39.

40.

41.

42.

43.

and can be made available, on request to the Head. | understand that action may be taken if deemed
necessary to safeguard me or others.

I will be cautious when receiving emails from unknown or suspicious sources as they could contain
viruses or malware that could infect the rest of the system. | will delete them before opening if | am
not sure they are safe. | will be careful with opening any attachments or clicking on links in emails
even from trusted senders.

I will be cautious when using websites that contain links and adverts as they can include viruses and
unwanted software or toolbars.

I will not synchronise any school email account with a personally-owned handheld device without
requiring the password to protect it. If this device were to be stolen, lost or hacked it would allow
anyone access to that school email account.

I will remember that if school equipment is used, it is for school related work only.

I will remember that school laptops or other school digital devices should only be used as stand-
alone computers or connected to the school network and not be connected to other Internet providers
in order to prevent virus (and other) attacks when not using the school network.

I will remember to follow the guidelines for the use of these laptops and any other digital devices and
to store them and return them as agreed with the Network Manager.

| understand that staff and pupils choosing not to comply with these expectations will be warned and
subsequently this may result in access to the Internet resources or computing equipment being
denied and possible disciplinary action by the Head.

44. | understand that complying with this agreement is a requirement of employment at Lyonsdown

School.

LYONSDOWN SCHOOL STAFF USE OF ELECTRONIC EQUIPMENT INCLUDING THAT
RELATED TO COMPUTERS AND THE INTERNET AND THE USE OF MOBILE PHONES
ACCEPTABLE USE POLICY

As a member of staff and user of the Lyonsdown School network and/or computing equipment, |
agree to comply with the rules of its use, as listed above.

If you become aware of a breach of this policy or the e-Safety Policy, or you are concerned that a
member of the school community is being harassed or harmed online you should report it to the
Business Manager. Reports will be treated in confidence.

| have read and understood the above rules.

Signed

Name in print

Date
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APPENDIX H

REPORTING ONLINE SAFETY INCIDENT BREACHES
It is expected that all members of the school community will be responsible users of IT, who understand

and follow this policy. However, if there are times when infringements of the policy take place
through careless or irresponsible or, very rarely, through deliberate misuse the responses are listed below.

What to do if a pupil or a teacher reports an e-safety incident

Please note Lyonsdown

Guidlelines include informing

the Network Manager.

Child sexual abuse

NSPCC

i
|
| images should be
E-safety incident | reported to the Internet
| Watch Foundation (IWF)
L : who can work to remove
Inform designated safeguarding lead : images.
Schild protection officer L __
¥

Type of activity

I Who is involved?

-

Type of activity

-

Report to ':h”'[f' Protection Child Protection Secure and
Headtzacher issues? issues? preserve all
l evidence and
l l l l hardware
| ves || mo [ves | [ no |
Secure and ¢ ¢ r
preserve all Report to Police/
evidence and Refer to RE_F":"'t to Reportto IWF/CEQP and
hardware Headteacher dEE'Q”E't'-“_“j Headteacher children’s social
¥ safeguarding care and await
Report to lead results of
: designated investigation
Report to Police/ safeguarding il
IWF/CEQOP and lead ; ¥
await results of Internal Action: Internal Action:
investigation ¥ Discipline Inform parents/
Rizk assessment carers
Reportto Local 4
Ep; hori oea LEE'?'DHE' lEf_""T]Ed Rizk assessment 7
¥ uthority —= Review policies Discioli
. Designated Iscipline
Internal Action: . Counselling
Info nts/ Person and Police,
oI pare if child thought to Referral to other
Carers . i Agencies
Risk assessment be |nd|mrn ediste Lgssnns learned
Discipline anaer Review policies
C i i
H:fue:rs,:l ;;Exﬂﬁer Report to Children's Monitor H
. Social Care Team and ]
agencies 2

Debrief/ lessons
learned

Review policies
Maonitor

Palice, if child thought
to be in immediate

danger

EVERY CHILDHOOD IS WORTH FIGHTING FOR
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